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; . . . .
90% of resilience professionals expect an increase in threats
over the next 3 years

Q: What is your perception of the risks/threats to your organization's ability to continue delivering products and services
over the next (3) three years?

Risks/threats are about the same - 9%

Risks/threats are decreasing | 1%

Note: 147 resilience professionals
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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Resilience professionals see cybersecurity, economic uncertainty, and
supply chain disruptions as the top risks/threats

Q: What do you consider to be the most significant risks/threats to your organization’s ability to
continue to deliver products and services?

Cyberattacks/breaches

Economic uncertainty (inflation, recession, or shifts in financial markets)
Supply chain disruptions

Weather-related events (storms, floods, etc.)
Talent retention and succession challenges
Geopolitical conflict/war

Technology infrastructure (cloud) issues
Labor shortages

Regulatory compliance

Volatility of energy supply

Workplace violence

Pandemic disruptions (COVID-19, HIN1, etc.)
Civil unrest/riots

Terrorist attacks

Note: 147 resilience professionals
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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Resilience professionals are confident in the effectiveness of their
operational resilience programs

Q: Considering the most recent event that impacted your organization's ability to continue to
deliver products and services, were your operational resilience capabilities effective?

No, our operational resilience capabilities were not effective
Unsure

Our operational resilience capabilities were somewhat effective _ 38%
B
B

Note: 147 resilience professionals
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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The pandemic, economic uncertainty, and supply chain disruptions affected
companies the most in the last three years

Q: How has your organization been impacted by the following events during the past three (3) years?

pandemic disruptions (COVID-15, N, etc.) | S 55
Economic uncertainty (inflation, recession, or shifts in financial markets) 6%
Supplychain isruptions
Talent retention and succession challenges &z 33% 10%
Weather-related events (storms, floods, etc.) 10%
Labor shortages iz 25% 20%
Geopolitical conflict/war /I 35%
Cyberattacks/breaches FECEEEL 23%

Regulatory compliance 12% 27%

Technology infrastructure (cloud) issues 10% 25%
Volatility of energy supply 24 51%
Civil unrest/riots 2L 50%

Workplace violence EZ 7%

w‘

Terrorist attacks E 86%

Note: 147 resilience professionals B Catastrophicimpact ® Major impact = Minor impact No impact

Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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55% of respondents say their organization is prepared for most events

Q: How prepared is your organization for an event that may impact its ability to continue to deliver products and services?

My organization is prepared to respond to and recover from most events _ 55%
My organization is prepared to respond to and recover from some events _ 42%

I 2%

f

My organization is not prepared to respond to and recover from most
events

| am unsure if my organization is prepared to respond and recover

Note: 148 resilience professionals
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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Resilience professionals are confident their organization
IS prepared for most events

Q: How confident are you that your organization is prepared to respond to and recover from the following events?

Pandemic disruptions (COVID-19, HIN1, etc.) 5% 3%
Weather-related events (storms, floods, etc.) 12% 2%
Regulatory compliance 10% 1%
Cyberattacks/breaches 23% 1%
Economic uncertainty 15% 66% 17% 2%
Civil unrest/riots 14% 66% 17% 4%
Technology infrastructure (cloud) issues 12% 62% 26% 1%
Supply chain disruptions 10% 59% 29% 1%
Talent retention and succession challenges 37% 4%
Geopolitical conflict/war 34% 6%
Labor shortages 31% 2%
Workplace violence 28% 6%
Volatility of energy supply EY4) 62% 31% 3%
Terrorist attacks &2 54% 32% 11%
Note: 147 resilience professionals ®m Proven mConfident Doubtful No Confidence

Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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Resilience programs do not consistently cover core areas

Q: What functions are within the scope of your overall Q: What functions are within the scope of your overall
operational resilience program? (Stages) operational resilience program? (Substance)
m |n the program ® Shared with other areas = In another department/outside my area
mIn the program  ®mShared with other areas In another department/outside my area

L Travel risk
Crisis management procedures 5% management
Business continuity planning 9% Physical security
Emergency notification 68% k9% Health & safety
Scenario-based exercises 69 |nformation security

Technology failover
Risk identification and assessment 37% 52% 11% capabilities

Regulatory

Information technology disaster 2504 34% 41% compliance

recovery (ITDR) planning

Note: 148 resilience professionals
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023

37% 32%

36% 30%

30% 28%

23% 30%

19% 32%

16% 44%

31%

34%

42%

47%

49%

40%
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The way organizations work has drastically changed in the last 3 years

Q: Indicate your level of agreement or disagreement with the following statement: The way we work (remote,
hybrid, in-office) at our organization has completely changed over the past three (3) years.

Neither agree nor disagree . 3%
Somewhat disagree - 3%
Strongly disagree - 3%

Note: 147 resilience professionals
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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Resilience professionals are split on the effects of the pandemic on
employee engagement

Q: Indicate your level of agreement or disagreement with the following statement: Employee engagement has
improved at my organization over the past three (3) years.

Strongly agree 22%

Somewhat agree 31%

Neither agree nor
disagree

24%

Somewhat disagree 18%

Strongly disagree 5%

Note: 148 resilience professionals
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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Hybrid work is anticipated to continue in the future

Q: How often were staff working remotely: A) before COVID-19, B) during COVID-19, C) currently, D) and anticipated over
the next three (3) years?

® Mostly remote  ® Hybrid Mostly on-site

3%
14%

A. Before COVID-19

82%
79%
B. During COVID-19
5%
C. Currently 78%
9%
D. Anticipated over the next three (3) years 78%

11%

Note: 148 resilience professionals
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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A majority of resilience professionals are concerned about
their current remote work strategy

Q: How concerned are you about the overall level of risk associated with your current remote work strategy?
puemey [
cocercs [, -

Note: 147 resilience professionals; “Unsure” not included
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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Resilience professionals are concerned about not just technology, but
employee engagement, collaboration, and other “human” issues

Q: How concerned are you about these remote work risks?

m Extremely concerned m Somewhat concerned = No concerns

Reduced employee engagement 34% 47% 17%

Information security breaches 32% 57% 8%

Reduced collaboration 31% 48% 20%

Screen fatigue due to virtual meetings 25% 50% 22%

Loss of internet connectivity 22% 57% 20%

Burnout 16% 58% 23%

Loss of power 15% 55% 28%

Reduced productlv%égg., working multiple 12% 49% 350

Note: 147 resilience professionals; “Unsure” not included
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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Resilience professionals believe their capabilities are
known throughout the organization

Q: Indicate your level of agreement or disagreement with the following statements with respect to your organization's
operational resilience capabilities.

My organization can quantify the value of the investments in these

0, (0) 0, 0, 0
capabilities 7% 29% 30% 24% 10%

My organization makes appropriate investments in these capabilities 13% 22% 21% 7%

My organization's capabilities are flexible 15% 12% 1%

My organization's capabilities are informed by threat intelligence JE{EZ 24% 16% 6%

My organization's capabilities are too complicated FEZRET) 33% 38% 7%

My organization's capabilities are known throughout the organization L 52% 16% 20% 4%

Note: 135 resilience professionals m Strongly agree  ® Somewhat agree Neither agree or disagree Somewhat disagree Strongly disagree

Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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The influence and scope of operational resilience programs have increased

Q: Indicate any changes in your operational resilience program the previous three (3) years.

12%

60%
53%
47%
44%
40%
36%
25%
13%
2% 4% 3%
— L]
Labor (FTEs/staffing) Investments in tools and solutions Organlzatlonal influence/clout Scope and scale

mDecreased ®mNo change = Increased

Note: 134 resilience professionals
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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The influence and scope of operational resilience programs
will continue to increase

Q: Indicate any changes in your operational resilience program the next three (3) years.
74%

0
58% 60%
459, 46%
39% 39%
25%
9%
(0]
4 /o 2% 19
Labor (FTEs/stafflng) Organlzatlonal influence/clout Investments in tools and solutions Scope and scale
Note: 134 resilience professionals m\Will decrease ®mWill not change = Will increase

Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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Responsibility for resilience is fragmented

Q: What functions are within the scope of your overall operational resilience program?

Crisis management procedures 74% 21% 5%
Business continuity planning 71% 20% 9%
Emergency notification 68% 23% 9%
Scenario-based exercises 68% 26% 6%
Travel risk management 31%
Risk identification and assessment 37% SYA 11%

Physical security 34%
Health & safety 42%
Information technology disaster recovery (ITDR) planning 25% 34% 41%
Information security 47%
Technology failover capabilities 49%
Regulatory compliance 40%

® |n the program m Shared with other areas In another department/outside my area
Note: 132 resilience professionals
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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Resilience programs consistently execute risk assessments and
update business continuity plans

Q: How often does your organization execute the following:

Test hybrid workforce continuity 24% 38% 29% 10%
Prepare staff for travel risks 20% 40% 30% 11%
Train staff on operational resilience
rain s P 9% 45% 41% 5%
procedures
Test/use emergency notification capabilities 8% 64% 27% 2%
Exercise work area recovery capabilities 8% 48% 40% 5%
Assess critical third party resilience B4 40% 45% 10%
Fail-over tests of technology systems J{) 61% 21% 13%
Update business continuity plan(s) PA%) 71% 26% 1%
Complete risk assessments &4 73% 23% 4%
Note: 132 resilience professionals
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023 [ | Never [ | Regula rly Ad hoc Unsu re

19 © 2023 The Conference Board, Inc. | ConferenceBoard.org



More than 50% of operational resilience budgets go to
labor and software tools

Q: Please estimate what percentage of your current annual operational resilience budget is allocated to each of the
following?
Other Alternate workspace

n 0 services
Training and travel 5%

0]
8% \ 4% Exercising and testing
-
11%
. Labor contractors (project-
Technolog_y_ f_allover_\ based work)
capabilities
6%
12%

Labor FTEs (subject matter
expertise)
35%

Software tools (threat
intelligence, emergency
notification, planning,
testing)

19%

~N

Note: 53 resilience professionals
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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Resilience professionals see an increase in investments
In software tools and exercising/testing

Q: What do you anticipate will happen to your budget for these operational resilience-related investments over the next
three (3) years?

Software tools (threat intelligence,_ emergency notification, planning, 3504
testing)
Exercising and testing 48%
Technology failover capabilities 46% A 52%
Labor FTEs (additional subject matter expertise) 48%
Travel and training 57%
Labor contractors (project-based work) 62% 4%
Other 7%
Alternate workspace services 62% 12%

Note: 53 resilience professionals EIncrease MmDecrease Remain flat Eliminate

Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023

21 © 2023 The Conference Board, Inc. | ConferenceBoard.org



Operational resilience leaders generally sit 3to 4 levels below the C-suite

Q: At what level is the operational resilience leader situated?

ve I 19%
Director |, 279
Manager [N 3%
We have multiple individuals, at various levels, _ 16%
who lead resilience activities 0
Outsourced to a third party 0%

Unknown [l 2%
Note: 128 resilience professionals

Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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Respondents see risk management as a good place for
operational resilience to sit in the organization

®m Q: Where do you think accountability for operational resilience should reside in the organization?

Q: Where does accountability for operational resilience reside in the organization?

: T 7 T%
Risk management 62%

i T 56%0
Operations 44%

Information technology I 30%

50%
Strategy _210/0 28%
. g
Security 27% 50%

0
Finance/administration 150

32%
Human resources T 13% 31%
Legal EE— %0 2204
Facilities . 7% 3204
Ethics and Compliance B % 20%

Note: 136 resilience professionals; "Other" not included
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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Less than a quarter of resilience professionals are strongly confident top
management understands operational resilience capabilities

Q: Indicate your level of agreement or disagreement with the following statement: | am confident that the top
management of my organization fully understands the scope and functions of our operational resilience capabilities.

Strongly agree 24%

Somewhat agree 42%

Neither agree nor
disagree

5%

Somewhat
disagree

22%

Strongly disagree 7%

Note: 143 resilience professionals
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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Only 17% of organizations describe themselves as
mature in operational resilience

Q: How would you categorize the level of maturity of operational resilience capabilities at your organization?

Mature - institutionalizing industry best practices and

0
standards 16%

Evolving - integrating activities and resources across the

0
organization 36%

Developing - building on a strong foundation of expertise

V)
and leadership 30%

Reactive - implementing capabilities in response to

0
impactful events 18%

Note: 145 resilience professionals
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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Operational resilience is becoming a strategic imperative for companies

Q: Indicate your level of agreement or disagreement with the following statement: Improving the
operational resilience of our organization is a strategic imperative over the next three (3) years.

Netner s 1o R o
Somenrat Y
Strongly disagree - 2%

Note: 145 resilience professionals
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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Nearly three-quarters of resilience professionals say their organization is
Increasing investments in operational resilience

Q: How have disruptive events of the past three (3) years impacted your decisions to invest in operational resilience
capabilities?

Decreased investment in operational resilience . 6%

Increased investment in operational resilience to reduce the
impact of events

No change, we are comfortable with our level of investment in 2104
operational resilience 0

Note: 144 resilience professionals
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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Most resilience professionals find that resilience and sustainability are at
least somewhat aligned

Q: Are your operational resilience activities aligned with your sustainability strategies and efforts?

43%

35%

12%

No

9%

Yes Somewhat Unsure

Note: 145 resilience professionals
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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Organization size by revenue

over 525 bion | -
$10 billion - $25 billion || G 15
st vion 10 biion N ;-
$500 rprillil|i|?onn- $999 _ 20
$250 Trillil|i|?onn- $500 _ 4%
$50 mrwiiﬁ)igr; $250 _ 8%
up to $50 million [ RGN 112

Note: 129 resilience professionals
Source: Making Operational Resilience a Competitive Advantage, The Conference Board, 2023
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