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Three ways to participate in this Chatham House Rule discussion

1. Raise your hand to ask questions 2. Put your question in the chat 3. Message Paul Washington directly

v Chat

W EVE2Os

¥ Raise Hand

@ ®

Record Reactions

Type message here...

Direct message Evan Ladao if you have any issues or other questions
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Agenda

Time (Eastern) Topic
3:00 PM Welcome & Introductory Remarks
3:05 PM What goes into operational resilience
3:20 PM The state of resilience at companies today, including key strengths and shortcomings
4:00 PM The external and internal pressures that companies are likely to face going forward
4:30 PM What will (and should) operational resilience look like in the future
4:55 PM Wrap-up, Next Steps, Adjournment
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Lead Participants
= Jon Bahl, CEO, Aqility Recovery & Preparis

» Wendy Bashnan, Chief Security Officer, Nielsen

= Mike Keating, VP, Chief of Staff Global Risk Services, and Global Operational Resilience,
Reinsurance Group of America

= Steve Kohlbecker, Associate Director, Business Continuity Leader: North America, Johnson &
Johnson

= Steven Meszaros, Former Senior Director Business Resiliency and Business Development, Pfizer

= Kelly Stepno, Managing Director, APCO
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POLL - What is your perception of the risks/threats to your organization’s ability
to continue delivering products and services over the next (3) three years?

» Risks/threats are increasing
» Risks/threats are decreasing

» Risks/threats are staying the same
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Risks/threats are increasing

What is your perception of the risks/threats to your organization’s ability to continue delivering products and services
over the next (3) three years?

Risks/threats are decreasing I 1%

Risk/threats are about the same - 10%

Source: The Conference Board, 2023
Survey on A New Era of Resilience: Is Your Organization Prepared for the Next Crisis?
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https://tcb.qualtrics.com/jfe/form/SV_0wTQmP5VIrmdLme
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What is operational resilience?

Operational resilience is defined as the organization's capability (including its resources,
policies, and activities) to plan for, respond to, and recover from significant operational
interruptions that impair the organization's ability to continue to deliver products and services.
Operational resilience may also be known as, or include, business continuity, disaster recovery,

crisis management, and/or risk management.
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Responsibility for resilience is fragmented

What functions are within the scope of your overall
operational resilience program? (Substance)

Travel risk management 42%

Physical security 40%

Health & safety 30%

Information security 21%

Technology failover capabilities 19%

Regulatory compliance [FkEA

B In the program
B Shared with other areas

M In another department/outside my area

Source: The Conference Board, 2023
Survey on A New Era of Resilience: Is Your Organization Prepared for the Next Crisis?
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What functions are within the scope of your overall operational
resilience program? (Stages)

Crisis management procedures 79%

Scenario-based exercises 77%

Business continuity planning 76%

Emergency notification 74%

Risk identification and assessment 37%

Information technology disaster recovery
(ITDR) planning

25%

B In the program
B Shared with other areas

M In another department/outside my area


https://tcb.qualtrics.com/jfe/form/SV_0wTQmP5VIrmdLme
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POLL - How satisfied are you with your company’s operational resilience

Very satisfied

Somewhat satisfied

Neither satisfied nor dissatisfied

Somewhat dissatisfied

Very dissatisfied
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Only 17% of organizations describe themselves as mature in operational
resilience

How would you categorize the level of maturity of operational resilience capabilities at your organization?

Reactive - implementing capabilities in response to impactful events 16%

Developing - building on a strong foundation of expertise and leadership

Evolving - integrating activities and resources across the organization 39%

Mature - institutionalizing industry best practices and standards 17%

Source: The Conference Board, 2023
Survey on A New Era of Resilience: Is Your Organization Prepared for the Next Crisis?
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https://tcb.qualtrics.com/jfe/form/SV_0wTQmP5VIrmdLme

Less than a quarter of resilience professionals are strongly confident top
management understands operational resilience capabilities

Indicate your level of agreement or disagreement with the following statement: | am confident that top management
of my organization fully understands the scope and functions our operational resilience capabilities.

22%

Strongly agree

Somewhat agree 45%

Neither agree nor disagree 5%

Somewhat disagree 24%

Strongly disagree 4%

Source: The Conference Board, 2023
Survey on A New Era of Resilience: Is Your Organization Prepared for the Next Crisis?
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https://tcb.qualtrics.com/jfe/form/SV_0wTQmP5VIrmdLme

A majority of CEOs globally say their organizations are not prepared to deal
with major crises

Q: How prepared is your organization to deal with a major crisis related to the following?

% choosing well prepared or very well prepared Bl Global C-suite
M Global CEOs

Cybersecurity 53%

Pandemic or global public health crisis
Recession

Financial instability

High inflation

Surge in energy prices

Supply chain disruption

Expansion of war in Ukraine

Extreme climate events

Food shortages

Civil unrest

Water shortages

Terrorism
- . 6%
Armed conflict between major powers
8%
Use of a tactical nuclear weapon in the war in Ukraine g:

Note: 670 CEOs responded globally. Percentages have been rounded so may not equal 100.
Source: The Conference Board® C-Suite Outlock 2023

Source: C-Suite Outlook 2023, The Conference Board, 2023
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https://www.conference-board.org/topics/c-suite-outlook/driving-growth-and-mitigating-risk-amid-extreme-volatility

A majority of resilience professionals say their organizations do not have the
proven ability to respond to most crises

How confident are you that your organization is prepared to respond and recover from the following events?

Pandemic disruptions (COVID-19, HIN1, etc.) | 7 S o 5 72 %
Weather-related events (storms, floods, etc.) Y S T %
Regulatory compliance
Cyberattacks/breaches T S B e %
Civil unrest/riots 4%
Economic uncertainty (inflation, recession, or shifts in financial markets) |7 G O T S O %
Technology infrastructure (cloud) issues
Supply chain disruptions
Geopolitical conflict/war 8%
Talent retention and succession challenges 4%
Labor shortages I & 1 3 G 1 %
Workplace violence 6%
Terrorist attacks 8%
Volatility of energy supp |y 757 S 1 %

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

B Proven M Confident ™ Doubtful No Confidence

Source: The Conference Board, 2023
Survey on A New Era of Resilience: Is Your Organization Prepared for the Next Crisis?
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https://tcb.qualtrics.com/jfe/form/SV_0wTQmP5VIrmdLme

Under half of resilience professionals say their organizations are making
appropriate investments in operational resilience capabillities

My organization makes appropriate investments in these capabilities.

47%

29%

24%

Strongly Agree or Somewhat Agree Neither agree or disagree Somewhat Disagree or Strongly Disagree
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https://tcb.qualtrics.com/jfe/form/SV_0wTQmP5VIrmdLme
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Technology, the economy, supply chains, climate, talent, and geopolitics are
the top future risk areas

Cyberattacks/breaches

Economic uncertainty (inflation, recession, or shifts in financial markets)
Supply chain disruptions

Weather-related events (storms, floods, etc.)
Talent retention and succession challenges
Geopolitical conflict/war

Technology infrastructure (cloud) issues
Labor shortages

Regulatory compliance

Volatility of energy supply

Workplace violence

Civil unrest/riots

Pandemic disruptions (COVID-19, HIN1, etc.)

Terrorist attacks

A

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

B How has your organization been impacted by the following events during the past three (3) years? (Catastrophic or Major Impact)

B What do you consider to be the most significant risks/threats to your organization’s ability to continue to deliver products and services during the
next three (3) years?

Source: The Conference Board, 2023
Survey on A New Era of Resilience: Is Your Organization Prepared for the Next Crisis?
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https://tcb.qualtrics.com/jfe/form/SV_0wTQmP5VIrmdLme

Resilience professionals expect the workforce to be remote about half the time
over the next three years

The rows run:

Before Covid-19

!

During COVID-19

Currently

!

Anticipated over the
next three (3) years

Source: The Conference Board, 2023

How often were staff working remotely: A) before COVID-19, B) during COVID-19,
C) currently, D) and anticipated over the next three (3) years?

Mostly onsite
Hybrid (remote 1-2 days a week)
Hybrid (remote 2-3 days a week)
Hybrid (remote 3-4 days a week)

Mostly remote

¥

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

Before COVID-19 B During COVID-19 B Currently B Anticipated over the next three (3) years

Survey on A New Era of Resilience: Is Your Organization Prepared for the Next Crisis?
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https://tcb.qualtrics.com/jfe/form/SV_0wTQmP5VIrmdLme

Resilience professionals are somewhat concerned of the risks of remote work

How concerned are you about the overall level of risk associated with your current remote work strategy?

Extremely concerned

Unsure - 4%

Source: The Conference Board, 2023
Survey on A New Era of Resilience: Is Your Organization Prepared for the Next Crisis?

~
21 © 2023 The Conference Board, Inc. | www.conferenceboard.org 4
—~ar—



https://tcb.qualtrics.com/jfe/form/SV_0wTQmP5VIrmdLme

Resilience professionals are concerned about not just technology, but
employee engagement, collaboration, and other "human” issues

How concerned are you about these remote work risks?

Information security breaches 33%
Reduced employee engagement 32%
Reduced collaboration 30%
Screen fatigue due to virtual meetings 25%
Loss of internet connectivity 23%
Loss of power 20%

Burnout 18%

Reduced productivity (e.g. working multiple jobs) 11%

B Extremely Concerned B Somewhat Concerned B No concerns

Source: The Conference Board, 2023
Survey on A New Era of Resilience: Is Your Organization Prepared for the Next Crisis?
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Operational resilience is becoming a strategic imperative for companies

Indicate your level of agreement or disagreement with the following statement:
Improving the operational resilience of our organization is a strategic imperative over the next three (3) years.

46%

Strongly agree

Somewhat agree 40%

Neither agree nor disagree 10%

Somewhat disagree 4%

Strongly disagree 1%

Source: The Conference Board, 2023
Survey on A New Era of Resilience: Is Your Organization Prepared for the Next Crisis?
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https://tcb.qualtrics.com/jfe/form/SV_0wTQmP5VIrmdLme

Operational resilience should sit with risk management or operations/strategy

Where does accountability for operational resilience
reside in the organization?

Risk management | 50%

| Information technology | I

Facilities

Human resources

Other

Finance/administration

Legal

Strategy

Ethics and Compliance

0% 10% 20% 30% 40% 50% 60% 70% 80%

Source: The Conference Board, 2023
Survey on A New Era of Resilience: Is Your Organization Prepared for the Next Crisis?

Where do you think accountability for operational
resilience should reside in the organization?
Risk management | /5%
o
I
[ Information technology | [ R
I

Finance/administration

Other

Human resources

Legal

Facilities

Ethics and Compliance

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
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https://tcb.qualtrics.com/jfe/form/SV_0wTQmP5VIrmdLme

Operational resilience leaders generally sit 3 to 4 levels below the CEO

At what level is the operational resilience leader situated?

C-suite (EvP) |, -
sve I >
ve I, 23
Director |, -7
Manager [ 2
We have multiple individuals, at various levels, who lead _ 1%,

resilience activities

Outsourced to a third-party 0%

Source: The Conference Board, 2023
Survey on A New Era of Resilience: Is Your Organization Prepared for the Next Crisis?
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https://tcb.qualtrics.com/jfe/form/SV_0wTQmP5VIrmdLme

Scope and scale for operational resilience is increasing while resources are

stagnant or decreasing

Indicate any changes in your operational resilience

program the previous three (3) years

80%
70%

60%

50%
40%
30%
20%
10%
. ] ] =

Scope and scale Organizational Investments in tools and
influence/clout solutions

X

M Increased M Nochange M Decreased

Source: The Conference Board, 2023
Survey on A New Era of Resilience: Is Your Organization Prepared for the Next Crisis?
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Labor (FTEs/staffing)

80%

70%

60%

50%

40%

30%

20%

10%

0%

Indicate any changes in your operational resilience
program the next three (3) years

Scope and scale

Investments in tools and
solutions

B Will increase

H Will not change

Organizational
influence/clout

m Will decrease

Labor (FTEs/staffing)


https://tcb.qualtrics.com/jfe/form/SV_0wTQmP5VIrmdLme

ESG Center Publications, Webcasts, and Programs

Related Resources

7 Pitfalls of Business Risk Series

C-Suite Outlook 2023: On the Edge: Driving Growth and Mitigating

Risk Amid Extreme Volatility

Crisis Management in the Era of "No Normal®

Effective Leadership in a Hybrid World of Work

Five Ways a Sustainability Strategy Provides Clarity in a Time of
Crisis

Supply Chain Resilience

[Council] Business Continuity & Crisis Management Council

Webcasts

August 2020: Disaster Philanthropy: Fifteen Years After Hurricane
Katrina - Lessons Learned And Planning For The Future

April 2021: Crisis Management Beyond COVID-19

28  © 2022 The Conference Board, Inc. | www.conferenceboard.org

Upcoming Chatham House Rule
Programs

Center Briefing on Upskilling Your Workforce in
Sustainability Register today

March 28 | 10:00 — 11:00 AM Eastern | Virtual

Roundtable on How Companies Can Address ESG Backlash

April | Virtual and In Person at The Conference Board

What Are We Trying to Achieve in ESG: Setting Goals with the
Broader Picture in Mind
Working Group Session One: Background: Instability, Insecurity, Volatility

May 10 | Virtual and In Person at The Conference Board

Center Briefing on the Update on Russian Sanctions
May 22 | Virtual

Email Evan Ladao at evan.Ladao@conference-board.org for more
information or to be informed when registration opens
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