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Some of the critical topics we will be addressing today

= Cyber-related regulation and legislation:
The proposed SEC rules on cybersecurity disclosure
Cyber Incident Reporting for Critical Infrastructure Act

How should companies prepare for these developments

= The current and future threat picture and how to prepare:
The impact of Ukraine and ransomware

Best practices in preparing, responding, elevating, and communicating
data security breaches and ransomware attacks

= Latest developments and prospects for cyber litigation:
Data Breaches

Trends in potential litigation including the increasing use of Al
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Scott Lindlaw Arlene Mu Anthony Shults Paul Washington
Managing Director Senior Counsel and Head Senior Attorney Executive Director,
Sard Verbinnen & Co of Privacy Cleary Gottlieb Steen & ESG Center

Lowe’s Hamilton LLP The Conference Board
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Making the most of the webcast

Ask Questions
(via the Q&A box )

Share with your

colleagues
(available on Demand)

Start Group
chat

Group Chat

Download
resources

Available Resources
E] m
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NY State CLE Credits (non-transactional credit only)

v" Download the CLE Verification form from the
Available Resources widget
v" A code will be announced during the program

v' Enter the code on the form and submit via email
(To receive credit outside of NY, please list your relevant bar(s) information on the webcast
verification form; your attendance will be reported upon receipt of course approval.)

Cleary Gottlieb Steen & Hamilton LLP has been certified by the New York State Continuing Legal
Education Board as an accredited provider of continuing legal education in the State of New York.

CPE (NASBA)

v'Click the link in the CEU Request Widget to sign up for credit
v'Stay online for the entire webcast

v'Click ‘ok’ for 3 popups that occur during the program

v'Credit available for participation in live webcast only
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Resources

Bring It On: Cybersecurity Executives Say Their Organizations Are Well Prepared to Meet a Russian Cyber Challenge (Publication)

Many Western governments are warning of the potential for increased Russian cyberattacks on businesses and national infrastructure as a response to sanctions over the
invasion of Ukraine. Nonetheless, more than two-thirds of the 37 risk, strategy, and crisis management executives The Conference Board surveyed between March 10 and
March 17 say their organizations are prepared to handle the threat.

Six Questions for Boards to Ask after SolarWinds (Publication)

If it hadn’t come to light on December 13, 2020—the day before the Electoral College met and when daily reported COVID-19 cases in the US reached an all-time high of
243,000—the SolarWinds attack would have received more sustained media attention. But the hack, which Microsoft’'s President Brad Smith has described as “the largest
and most sophisticated attack the world has ever seen,”1 has received sustained attention in corporate boardrooms. While it appears that about 100 companies were
infiltrated, more than 18,000 companies uploaded a compromised update to SolarWinds’ Orion software. Three months later, companies are still assessing their potential
exposure. This article asks six questions that companies should ask about cybersecurity.

C-Suite Challenge™ 2020: Data Privacy and Cybersecurity—Mitigating Risk, Seizing Opportunity (Publication)

This report, the third in a series, is based on the C-Suite Challenge™ survey and examines the responses on data privacy. It reveals how the C-suite views the impact of
cyber risk and attitudes toward data privacy and data regulation on their organizations and relationships with customers and clients in a digitally transformed business
environment. This year’s survey was conducted between September and October 2019 and includes the views of 1,520 C-suite executives, including 740 CEOs. Among
the highlights of the findings: more than a third of CEOs surveyed say their organizations lack a clear strategy to deal with either the financial or reputation impact of a
significant data breach.

A New Way at Looking at Risk: From the Pandemic to Cybersecurity and Beyond (Podcast)

Bob Zukis will change the way you view the world we live in: it's one comprising a set of complex systems, from finance and health care, to communications and the
environment. Sometimes the failure of a single component can bring down an entire system. And sometimes, as with the COVID-19 pandemic, it can cascade into the
failure of multiple systems. Bob Zukis, co-author of “The Great Reboot: Succeeding in a World of Catastrophic Risk and Opportunity” offers eye-opening guidance for
corporate leaders on how to move beyond traditional risk management approaches to identify and prepare for systemic risks.
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https://www.conference-board.org/topics/geopolitics/prepared-to-meet-russian-cyber-challenge
https://www.conference-board.org/topics/esg-risks-and-opportunities/TCB-Six-Questions-for-Boards-to-Ask-after-SolarWinds
https://www.conference-board.org/topics/c-suite-outlook/data-privacy-and-cybersecurity
https://www.conference-board.org/podcasts/esg-news-and-views/A-New-Way-at-Looking-at-Risk-From-the-Pandemic-to-Cybersecurity-and-Beyond
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ESG
ADVANTAGE
|

ESG Advantage Benchmarking Platform

The ESG Center serves as a resource, partner, and platform to help our Members address their priorities in
corporate governance, sustainability, and citizenship through trusted, timely, and actionable Insights.

We now also offer ESG Advantage —the most powerful, comprehensive, and affordable ESG benchmarking

RS i ii = ESG Advantage is the only platform that covers |

v Di _ i the entire Russell 3000 ii
Director Compensation R i = The most comprehensive and powerful data: :

. - : gg’t':un Awards ” - . . . H

v Executive Compensation $i¥gwsmew- | v/ Quantitative and qualitative data :

! v Direct links to underlying disclosures, ]

v’ Board Practices |
] eliminating the need to go through third-parties |

v CEO Succession

i v Real-time data, added within two weeks of i

v' Shareholder Voting N Proxy filings :
v’ Environmental (New) E e ;o H v' Easy and efficient to use — confidential, H
y _ 15 S e customized peer groups, data trend ii

HCM + Social (New) SR I visualizations, and flexible analyses !
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https://www.conference-board.org/topics/esg-advantage

ESG
ADVANTAGE

ESG Advantage Benchmarking Platform

SCHEDULE A DEMO

www.conference-board.orqg/topics/esqg-benchmarking
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